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US. Depnrtment of Justlos

4

Wlﬁmof.lmﬂp;l&_ '
935 Penrisylvania Ave., N.W,
‘Washington, D.C, 20535 .
" Novenber 19, 2007 J
116 Sheridan Averme o
San Francisco, California
Ténfhmnit‘mcomem: . ) . . ‘
. Under the sutbority of Executive Order 12333, dated December 4, 1981, and pursvant to
Title 18, Unlted States Code (U.S.C%.), Section 2709 (Section 201 of the Blectronic Commanications

\ of I amended, October 26, 2001), yt hereby directed svide to the
Foorl Horetn of ivstgation o aoess lcngah of svbrice

(FBY) the subscriber’s namo, address, length of service, and electronic ™

communication transactional ecords, to include existing transaction/activity logs and all electronic mail
(&mﬂ)&m information (not to includa message content and/or subject fields), for the below-listed

Jm darcnive.org
ljs222Q@archive.org
od95@archive.org(?]

. Please see the attachment following this letter for the of information that you might
conslder to be a electronic communjcations transactionsl record Wemnmdimﬁgﬁammahmld

- provide, and you should not provide, information pursuant to this leiter that would disclose the content
of any electronic communication. Titls 18, U.S.C.,'Section 2510(8) defines content as "any information

conceining the substance, purport, or meaning of* 2 communication, Subject lines of c-mails and

message content ars content information and should not be provided pursuant to this letter.

T Hmmmnmmnmmw-mwﬁhnuﬂmmm ction of .
information to the date of the of this letter. If providing information to the date of processing
is not feasible, please Me to the dabe of recaipt o this letter,

While fulfi
interrupt sexvice lontih?ﬂ:e-dﬁmbed subscriber(s) or socounts. A service inwrmggmor .
degrwdation may alert the subderiber(s)/account users(s) that investigative action is being taken. If you
are not able to | Iﬁl;lﬁow obligations uniler this lettéy without alériing the subsesiber/faceount user,
please contact the FBI prior to proceeding. , AR '

- In accordance with Title 18, U.S.C., Section 2709(b), I certify that the information sought is
relevant to'an authorized investigation to protect agalnst international tesrorism o clandestine -
intelligence activitics, and that such an investigation of a United States person is not conducted solely on
the basis.of activities protected by the First AmenglmﬂalmlheConsﬂmtion of the'United Sﬂnea. .

obligations under this Ieiter, pleass do aot disable, suspend, lock, cancel or- -




: InacomdancawithlSU.S.C.iZMcXILIwﬁﬁMadimmamfastmmml

has mobtainedmtothehfomaﬁonmghtbythlsiolwrmy erthenationalmunly

ggfa ni%sm.m mwimt endmgu-thellf phy!lcalaafetyof 18
ere w ons, or e or amon. Ey.

U.S.C. § 2709(c)X(1) and (2) prohibits you, or any officér, employes, or agent of yours,

this latter, other mmmwwm%dﬁmuummmmmﬂywiﬂtﬂz{Wwwm.

aumwtoobhmlepladvieemlegalmmwnhmpmto this letter, . '

In accordince with 18 U.S.C. § 2709(c)(3), areﬂheczedtono anpmaonslowlm
mdeNalmMMmﬂoﬁ{jgwhm?mMMm

themfomnlsopwohbi&dfmmdiscloﬁns letter to anyone else.
in accrdance with 18 U.S. C:§ 2709(0)(4me9?8!””&:&° informalion, ymduonul
identify any person to whom such or to whom such disclosure will be made.

In no instancs will you be required to identify any attosneyto whom disclosure was made or will be
~madeino:datoobuinIegdadvieeorlegalmismcewnhmpectwthislener

In accordance with 18 U.S.C, §3$ll(a)and(b)(l). youMagi@tmchanmgotiﬂslemif
comptiance would be unreagsonable, thuwisc mlandtheﬂ mchéllmptha
no; memm &

. InawordmwithlBUS.C.{SSle munlawﬁﬂtaﬂmeﬁooo ywiﬂlthialm lneluding )
1, mpl o

any nondisclosquuirmnt.mayremltm Umteéswubrlngingan
. You are renyestad to pro 'dgmmdsmpomlveadﬂﬂsmqnutpmonaﬂ tohmpmumﬁw
of the FB, t!mughmofaddimymvieeorthwghamﬁxwltbin

medptofﬂx!slew :

"ngthiuequesuhouldbeduectedonl to the FBI

depending on whether the service is personal or adelivery service,
U ECUTH g, you 8 nejther send the records thmugh mﬁnemail nordiaclose
thoaubmnoe oflhia requatmanywlephmconvemﬂon. ’

.~ Your cooperation in this matter is groatly gpp_mcmwd.

Sincerely,




. Anyothm'infonnaﬁonw

e L A'rmmmsm ‘ '
In preparing mhismuonal Secutltymer mslmlddma!mwhethuyonr
wmpanymmtﬂnszs oﬁnfounationwlﬂchmaybeeomidmdy tobean .
%‘&jm ; ommmﬁunalmmﬂinmdmwiﬂ:‘l‘mcls tates Code Section

ame & address

Local and LD telephone toll billing records
elephone number or other account identifier
(such as username or “screen name”)

Length & type of service provided

Session times and duration

emporarily assigned network address

eans and source of payment
Log files
[P addresses

Tdentities of e-mail correspondents

all “record[s] or other information pertaining

subscriber to or customer of such service (not including the
ontents of communications)

, youeonsidufto an I cpémupicaﬁon-

__We are not diming tlmt shoald pmvldc. and you ahould not provxde. infommlon yursuant to this

letter that would disclose the content of any electronic communication a8 defined in Title 18 United

- States Code Section 2510(8). Sul "Jeetlmes ofe-mailsare content information and should not be

provided pursuant o this letier, a;ln;l}largewerequestlhatyou
prov;de this infonnaﬂon in electmnic forma! prefembly ona CR-RO or DVD )
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